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1. NMOAITIKH AZDAAEIAZ NAHPO®OPIQN CQS
1.1. NAPOYZIAZH KAI NEAIO EOAPMOTIHZ

H mapoloa MoAwtiky Acodalelag MAnpodoplwv £xel oxedlaotel £Tol wote va mopoucialovtol OAol ol
pnxaviopot avayvwpLong, aLoAdynong, epappoyng KaL eAEYXou HNXoVIoUwY acdaAeiog ylo OAEG TIG EMUUEPOUG
TITUXEG TNC aodAAELOC TTANPOdOPLWV.

H NoAttikr) Slabétel apBpwtr Sopn Kol yivetal empépous avaluon Twv Bepdtwy mou oxetilovtal pe TNV
aodpaiela mAnpodopLwv.

H mapouoa MoAttikn edpappoletal o OAeG TIG Aettoupyleg Kot SpaotnplOTNTEG TNG ETOLPELOC KoL O OAEG TIG
SOUEC Kal UTTOSOUEG TNG.

1.2. 2ZYNOMNTIKH NAPOYZzIAZH NOAITIKHZ

H Etalpela CQS A.E. Spaotnplonoleitatl otov topéa CRM kat Contact Center Outsourcing mapéxovtog va
peyAaAo eUpog oAokAnpwuEvwy inbound kat outbound umnpeolwv otoug melateg tng amd to 2007.

To X0otnua Alaxeiplong Aodaletag NMAnpodoplwv oxedLaoTnke Kal epopUoleTal Ue 0TOXO:

e Noa amoteAécsel Tov BAOWKO HUNXAVIOUO ylo tn BEATIOTN opydvwon Kot Asttoupyia tng Etatpeiag
npoodlopifovrag napdAAnAa to Aaiolo Aettoupyiag tng

e Na avayvwploel Ta evélapepOUeVa HEPN KL TLG OTTALTAOELS TOUC KABwG elval kplola yia Thv achaieta
Twv MAnpodoplwv mou Staxetpiletal n Etalpeia

e Na dacdaliosL tnv opbn Slaxeiplon Twv mMAnpodoplwv nou enefepyaletal n Etalpeia

o Na dtaopaliosl TNV EMYELPNOLAKN CUVEXELA TWV SLEPYAOLWY TIOU KPILvovTal KPLOLUES

o Na evtomioel Kal va agLoTOLCEL EVKALPIEG OTWG EMIONG VO OVTLUETWILOEL ANEWAEG TTOU CUVOEOVTAL IE
TO EMXELPNOLAKO TNG TEPLBAAAOV evioxUovTag £ToL To eninedo achaleiog Tng eTalpeiag

o Na e§aodalioel éykaipn Kol AoTEAEGUATIKA SLoXElPLON TUXOV MEPLOTATIKWY 0P aAELAG

o Na efaocdaliosl To amaltoUpevo eminedo KaTavonong Kol gvaodntomoinong tou MPOCWTKOU TNG
etalpeiog og BEpata aodpaAelag mAnpodopLwV, SIKTUWV KoL UTIOSOUWY

H Etalpeia Seopeletal yla Tn oUPUOpPWON LE TIC AMOALTAOELS (VOULKEG Kal Tpodlaypadeg meAatwy) mou
SLETIOUY TIG UTtNPEDLEG TNG KaL TV Sloxeiplon SeSopévwy, Kat yla tn cuvexn BEATIWON TNG AMTOTEAECUOTIKOTNTOG
Tou Zuotnpatog Alaxeiplong Aodaletag MAnpodoplwv.

H Etatpeia mou edpapudlel to cuoTnua kot datnpel motononTikd cupdwva pe to ISO 27001:2013, Stabetel
€161kO Eyxelpidlo oto omolo mepypadetal to nedio epappoyng tou TuotnuatoC. MapdAnia, n etalpeio €xet
TEKUNPLWOEL Ot €l8IKO £yypado OAec Tig emipépoug MoAtikég Aadaleiag mou SLEMOUV TNV opyavwaon Kot
Aeltoupyla TNG.

H Awoiknon tng Etatpeiag, Aappavovtag cuvexws umoPn Tig TEXVOAOYIKES eEEAIEELC KL TLG OAAAYEG OTO VOLKO
mAaiolo ou SLENEL TNV pooTacia Twv dedopuévwy, BETEL pLa oelpd oTOXWV TIou adopolv otnv BeAtiwon g
enidoonc kat Tou enutédou achadsiag. OL otdxoL KoL N emiteuén Toug, KaBWE Kal n Béomion VEWV oTOXWV,
e€etalovral ota mAaiola TG ETAOLAG AVAOKOTINONG TOU eviaiou Zuotrpatog Alayeiplong.
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H Aloiknon tng Etatpeiag emevlUEL CUCTNUATIKA O TEXVOAOYLKEC KOl AELTOUPYLKEG EMEUPAOCELG TIPOKELUEVOU Va
propel va e€aodalilel Sapkn BeAtiwon tou emumédou aochaieiog.

OAa ta gumAekopeva pépn tng Etatpeiag unoxpeolvtal va edpappolouv To Tuotnua Alaxsipliong Aodalelag
MAnpodopLwv.

To neplexopevo ¢ MNoAtikng AcddAetag MAnpodoplwv e€eTdleTal £TNCLWE WG TPOG TNV KATAAANASTNTA TOU
KOTA TNV avookomnon anod tn Aloiknon.

H MoAttikn Aopaletac MAnpooptwv tng Etatpeiac eivat otn dtadeon kade evdiapepousvou.

1.3. ANAAYZH NOAITIKHZ AZDAAEIAZ NTAHPOO®OPIQN

MapakAatw avaAlovtal OAEC OL EMLUEPOUG eVOTNTEG TG NoAttikig Aodaielag NAnpodoplwv tng Etalpeiag.

1.3.1. OPrANQTIKH AOMH — ORGANIZATIONAL STRUCTURE

H Etatpeia dtabetel mpokaboplopévn opyovwTtik dopr, n omola aflomoleital T000 OTIG EMUEPOUC MOALTIKEG
(rx NoAwtikr) EAéyxou MpooPacng) 600 Kal otnv Tekunpiwon tou Eviaiou fuotripatog Alayeiplong To omnolo
epapudlel n etalpeia. YApXeL MARPNG AVTLOTOLXLON TWV POAWV KOl TWV OTOLXELWV TWV KATOXWV QUTWV, EVW
nipoPAEnovtal Slepyacieg 0To cUoTNUA SLAXELPLONG YLt TNV EVOWUATWON TwV 0AAQyWV TIOU yivovTtol TOGOo o€
emninedo GpuUCIKWY MPOCWIWY 000 KAl OE EMIMESO 0pyavVOYpAUUATOC.

To opyavoypoupa Tng stalpeiag mapouoldletal oto Eyxelpidio tou Eviaiou Yuotipatog Aloyxeiplong tng
Etapeiac.

1.3.2. AIAXEIPIZH KINAYNQN - RISK MANAGEMENT

‘OMoC 0 OTPATNYLKOC OXESLACUOC TNG eTALPELaG BacileTal oTNV AMOTUNWAON KAl AvAAUGH TWV TNYWV KWWEUVWV
Tou oxetilovtal pe TNV acddAela MAnpodopLwv. Z€ eTRoLa BAon yivetal n enavaloAdynon twv SeSouévwy ota
omola Baociletal n avaiuon kot afloAdynon Twv KdUVwy, Kal o MEpIMTwon HETOBOAWY EMKOLPOMOLEITAL TO
clvolo t¢ avaluong kwduvwy. MapdAinAa, alayég otnv statpsia Suvatal vo 0dnyroouv otnv avaykn
ETUKALPOTIONONG TNG avAAuoNG KLVSUVWV.

H peBodoloyia availuong kat afloAdynong kwwduvwv Baciletal otnv kataypadn kol avaAluon Tou MAdLoiou
AeLToupylag, TWV AVAYKWY KoL TIPOCSOKLWY TwV eVOLOPEPOUEVWY LEPWV, TWV SUVOTWY Kol adUVAUWY CHUELWY
OXETIKA LE TIG ECWTEPLIKEG TAPAUETPOUG TIOU eMNPeAloUV TNV Aeltoupyla TNG ETALPELOG KOl avTioTowa Twv
QTEAWV KAl EUKALPLWV TTOU OXETI{OVTAL LIE TIC EEWTEPLKEG TIOPAUETPOUG AELTOUpPYLAG.

1.3.3. AIAXEIPIZH ®OPHTQN MEZQN — MOBILE DEVICES

H Etaulpela, yLo TNV amoTeAeCUATIKOTEPN TTPOOTACLA TG AP AAELAS TWV TTANPOPOPLWY, SEV ETUTPEMEL TN XPrON
HETADEPOUEVWV HECWY KATA Kavova. Mo to AOyo auto €xouv ebopUOOTEL Kol L6LKA LETPO TTPOOTAGiAG TTOU
Sev emITPEMOUY TNV XPHOoN EEWTEPLIKWY SLOKWV KaL Ush oTa TEPUATIKA TWV XPNOTWV.

KaBoplopévol polot, Slolkntikou emimédou, Suvatal vo amaltnOel va Kavouv xprion HeTadpepOUEVWY PHECWV
Yyl TNV eKTEAECN TWV €pyaclwv Touc. H €ykplon Xpnong TETolwv HEowv yivetal péow TG Alaxeiplong
MPooBACEWY TNC TAPOUCAC TIOALTLKAC.
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Mot TIG TEPUTTWOELG OTIOU YIVETAL XPrion TWV HETAPEPOUEVWY HECWY, KATA TEPIMTWON Kol ava €idog Héoou, o
IS Manager £XeL TEKNPLWOEL ETILMAEOV NXaVIoUoUC achadeiog mou edpappolovtal ota HECA AUTA.

TéAog, n etalpela Statnpet Siepyaocieg yia tnv aodpaln kataotpodn Twv dopntwyv péowv. OL Slepyacieg AUTES
nipoPAETouV €181KEG peEBOBSOUG KaTtaotpodng yia TNV dtaopaAion TG oploTikig Staypadng dedouévwy Kabwg
KOLL TEKUNPLWON TWV EVEPYELWYV KATOOTPOPHG O OXETIKA apXeiaL.

1.3.4. ANOPQNINOI MOPOI - HUMAN RESOURCES

H etalpeia SlaBetel diepyaoieg yla tnv emloyn (screening) Tou mMpoowrikoU kaBwg Kat yla Tnv opbn évtagn
VEWV £pyalopévwy OTNV €pyacio Toug, MAVIA HE YVWHova TNV TApnon twv MoAtikwy kot Kovoviopwy
Aeltoupylag tng etalpeiag. Ma to Adyo auto n etalpeio UAOTIOLEL TA TTOPAKATW:

1. Screening pe kptipla mou cuUpPadilouv Kal PE TIG ATIALTAOEL] TIEAQTWY yla TV Slachailon TG
KOTOUAANAOTNTOC, EMAPKELOC KOL OAKEPALOTNTAC TOU TIPOCWTILKOU

2. Tvwotomoinon kat AnYn 6fopeuong cuppopdwong pe MoAwtikée kat KavoviopoUg Asttoupylog
gtalpeiag (ta ev Aoyw yypada kavouv cadr avadopd evOelKTIKA o aodAAsla TTANPOGOPLWY Kol
npootaocio Sedopévwy, dloxeiplon maylwyv, EXEUUOEL KAl EUMLOTEUTIKOTNTA, TTPOANY N dwpodokiag,
KoL GAAQ)

3. Induction training oe 6Aoug touc gpyalOpevouc (SL0LKNTLKO MPOCWTILKO Kal agents) aAUECWS PETA TNV
npocAnyn toug — n Bepatoloyia tou induction training kaAuTmtel ta € edia: job related training,
Opyavwon kat Asttoupyla etatpeiag, Eknaidevon oto Eviaio Zotnpa Alaxeiplong, Yyeia kot Aopaetla
oTov Ywpo gpyaociag, Aopaiela MAnpodoplwy, Alaxeipion Mpoowrikwyv AeSopEvwy

4. Awareness Assessment yla tnv Stapkr aflohdynon tou emumédou svalobnTomoinong Kot Katavonong
TOU TPOCWTILKOU o€ Bépota aohAAeLag MANPOPOPLWY KOL TIPOCTACIAC TTPOCWTILKWV SE50UEVWV

5. A&loAdynon nmpoowrnikol o€ cuvexn Baon He otoxo tn Stapkn BeAtiwon kat tnv mpoAnPn Aabwv katd
v enefepyooia SeSopévwy Tng eTalpeiog

6. Low Performer Assessment mpokelpévou va Staodpoliletol OtL epyoalOpevol Pe XOAUNAEG amoSOoELg
avayvwpilovtal kat BeAtwvovtal. Av autd dev eival edlKTO TOTE UAOTIOLOUVTAL EVEPYELEG AUONG
cuvepyaoiag.

1.3.5. AIAXEIPIZH NATIQN — ASSET MANAGEMENT

H etalpeia avayvwpilel, kataypddel kal epapuodlel Kavoveg yla tnv opbn Slaxeiplon kot mpootacia autwv.
Yrdpxet mAnpng kataypadn Twy maylwy, anddoon ovayvwpLloTKWY autwy, kataypadn the O€ong tou kabe
Taylou, avayvwpLon Tou owner Tou Tayiou Kal kataypadr Tou LoToplkol Twv aAlaywy o€ auto. MapdAAnAa,
n etalpeio Sltabétel Siepyaocieg ylo tnv xpéwon Kot anoxpéwaon e€omAlopol MAvto oe cUPUOpdwWon HUE TO
nipodiA kKaBe poAou kal Toug OPoUC TTou TIPOPAETIETAL VAL EXEL.

Mo KAOE TEPUATIKO UTIAPXEL ipoTUTIOTIOLNEVO TtpodiA pe Bdon tn Béon epyaciag.

'OAeg oL aAlayEg og ayla okohouBouUv pia Slepyacia eyKpLoEwY, EVW TAVTA TEKUNPLWVOVTAL Kot oxeStalovtal
ol aM\ay£g autwv Kal ol mpodilaypadég achaleiag mou Ba tnpnbouv.
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1.3.6. AIABAOMIZH MAHPO®OPIQN — INFORMATION CLASSIFICATION

H etalpeia €xel oxedlaoel guotnua StaBaduiong mAnpodoplwv Bacn tou omoiou £xouv KABOPLOTEL Kal oL
anodekteg pEBodol Slaxeiplong Twv mAnpodoplwv pe Bacn tnv Stafaduion Twv SeSoutvwy.

1.3.7. EAENXoz NPOZBAZEQN — ACCESS CONTROL

H etalpeia €xel oxedldoel Siepyoaoieg yla tov €leyyo twv mpooPacewv. O oxedlacuog PBaociletal otnv
Snuoupyia mpodiA xpnotwy pe Bacn Tov poAo Tou KABE XproTn KAl TNV OpyOVIKH OVIOTNTO OTNV OTola avrKeL
0 KGBe xprnotng.

H amodoon mpoofaong yivetal KATOTLV OXETIKWV OLTNUATWY Kol ovtioTolywv eykpioswv autwv. Exouv
KoBoplotel oL poAoL mou €xouv To Slkaiwpo £yKplong Kal apong OAwv Twv SIKAUWUATWY TipocBaong Kal
eldikotepa privileged Sikawwpata. H etatpeio epappolel Siepyacieg yia tnv opBn Slaxeiplon Twv KWSKWV
npooBaong oTa CUCTAUOTA.

MapdAAnha, pe tnv dlapkn cuvepyaoia twv SleuBuvoswv NG etalpeiag, StaopaAiletol OtTL oL eTalpEieg
Sl00€touv Slopkn £leyxo TOOO oTnV anodocon 600 Kal TNV AP TWV SIKOULWHUATWY oAAA KAl O TIEPUTTWOELS
METOBOAWV QUTWV.

Ma tnv StacdpAAlon TNC MPOCTATEVOUEVNG TTPOCBACNC O CUCTHHATA KOl EPOPUOYEG, N eTALpEia £xEL B€oEL oE
Asttoupyla pnxaviopolg eAéyxou npooBacng oe eninedo SIKTUou Kal epappoywy Kal Kabe xprotng Aappavel
povadlkoUu¢ ouvSuacoUC OVOUATWY XPNOTWV Kol KWAWKWY mpodoBaong yla kaBe cuotnua kat ebapuoyn. H
TIOALTLKN TIOU TnpEiTaL yla TO0O0 yla Ta ovopata mpocBacng, 600 Kal ylo Toug Kwdkoug (cuxvi aAhayr, uPnAo
eninedo MOAUTTAOKOTNTAG, XProN LOTOoPKoU Kwdkwv, KTA) dtacdaiilel unAod eninedo acdaleiag yia tnv
MpOcPOON OTA CUCTAATA Kal TG EPAPLOYEG.

ElSka pétpo Aappavovtal yla tnv anodoon kal éheyxo npodcPaocng o xpriotec uPnAng dtapaduiong (privileged
users) KaBw¢ Kot og XpProteg mou Aappavouv Sikalwpa anmopakpuopévng mpoofBacng (remote access rights).
Kat otig 8U0 MEPUTTWOELS QUTEG N etalpela €XEL ULOOETNOEL UNXAVIOUO €Aéyxou mMpooBacng moAAamAwv
napayovtwy (2FA).

H etalpela ektehel ouoTnUATIKOUG €AEyXOUC Twv SIKAlWUATWY TipocPaocng (review) mpPoKeLUévVoU va
Staodalilel tnv anddoon tng Siepyaociag anddoong kat eAéyxou mpocpaonc.

1.3.8. KPYNTOIPA®HZzZH — CRYPTOGRAPHY

H etalpeia ka@vel xprion kpumrtoypddnong Ue oTOXO TNV aUENon NG Mpootaciag Twv Sedopévwy, OTav auTd
Bplokovtal amoBnkeupéva os Paoelg Sedopévwy (TDE encryption for databases) kal og avtiypada aodpaleiag.
ErumAéov £dopUOYEC TIOU XPNOLUOTOLEL N eTaupsia ylo amopokpuopévn mpocBacn Siaodoiilouv tnv
KPUTITOYpAdNoN TwWV KAVAALWVY ETKOWVWVILAG. 2& dopnTouc otabuolg epyaciog edappoletal oplovila HETPO
kpumtoypadnong (laptop encryption) pe tnv xprion epappoyng bitlocker.

210 Zuotnua Alaxeiplong mpoBAenetal n kataypadn kat Staxeiplon pnxaviopwv aodpaleiag mou oxetilovral pe
™V Kpumntoypddnon Twv SeSopévwy.
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1.3.9. OYZIKH AZDAAEIA — PHYSICAL SECURITY

H etalpeia €xel Snuioupynoel kal epoapudlel Slepyaoieg yia tov oxedlacpud Kal tTnv tpnon npodloypadwy
aodaleiag katd Tnv Guoikr MPOSPacnG OTLG EYKATAOTACELS. OL XWPoL TN eTalpelag £xouv eldikn dtapfabuion
W¢ TPOC TNV EMTPENOUEVN TTPpOoBacn o€ autolq. H mpooPacn eAEyXETAL HECW CUOTNUATOC KAPTWV GUGCLKAG
MPOoPaoNG. Z€ ELOIKEG TIEPUTTWOELG UTIAPXEL KaL ETIUTAEOV ONEl0 EAEyXOU IPOGBAONG LLE TN XPrON KWELKWV yLol
v elcodo (my Back Office, Computer Room).

O kapteg mMpooPaong eivol HOVASIKEG yla KABe xprotn Kal oXeT{ovtal Ta SIKALWUOTA QUTHG LLE TOV YEVIKO
OXEOLAOUO TWV KAVOVWV amodoong SIkalwpdtwy mpdofacng tng stalpeioag.

H etapeia SlabEtel kevtpikn loodo pe eleyxouevn nmpocBaon, evw mapdAAnAa tnpsital diepyacia ya tnv
SlaxelpLon TWV EMLOKENTWY TG €TaLpeiag (n omola yivetal pe cuvodeia) kal Tnv Slaxeiplon tpltwv pepwv
(ouvepyatwyv Kal TeAATwWY) TOU AMOKTOUV SiKalwpata mpocBacng.

H Siepyaoia anodoong Sikalwpatwy mpdoPacng EAEYXETAL CUCTNUATLKA yLa ThV StaodAAilon TnG THPNOoNG Twv
npodlaypadwv TN ETALPELNG.

1.3.10. AZQAAEIA NEPIBAANONTOZ — ENVIRONMENTAL PROTECTION

O e&omALoPOC TNG eTALPEiAG ElvOL TOMOOETNUEVOG LE TETOLO TPOTO WOTE VA MTPOCTATEVETAL OTO HEYLOTO BaBuo
a6 TepBAANOVTIKEG ouVONKeG Tou SUvaTal va EMNPEACOUV TNV KATAotacr tou. O oXeSLaopOg TG
TomoB£tnong tou e€omALlopol vAoroleital pe Baon Slepyaocieg dlaxeiplong mayiwv.

H etatpeia Stabtel mAnpwg e€omAlopévo Computer Room pe cuotrpata mapakoAolBnong meptBaAAovTIKWY
ouvBnKkwv yla tnv Staodalion g mPootaciog TwV KEVIPLKWY TOPOYWYLIKWY Lovadwy. TOGo oTov XWwpo autd
000 KOl 0TO OUVOAO TNnG eTatpeiag, £xel eykataotabel kal cuvtnpeltal Eéva MANPWES AMOTUTIWHEVO 6(KTUO, EVW
yla TNV OUVEXLON TG Asttoupylag TNG etatpeiag, ol umtodouég umootnpilovtal TGG0 amd ups 000 Kol oo
YEVVATPLAL.

Eniong, umdapyouv mpokaBoplopévol xwpol yla tnv Tapalafn kot moapadoon ayoabwv, pe eheyxOpevn
npocBaon, Kat SLaxwpLopd GUCLKNG MPOoBACNC 0 OXEON e AOUTEG OVASES TNG eTALPELAC.

1.3.11. AEITOYPTIEZ KAI AIAXEIPIZH AAAATQN — OPERATIONS AND CHANGE
MANAGEMENT

H etalpeia Slabétel tekunplwpéves Sladkaoieg yia TNV oKpLpR AmoTUNMWoN TwV AETOUPYLWV OAWV TWV
TUNUATWYV TTou oXeTilovTal Pe TIG UTTOSOWEC Kal Ta cuoThpato Kabwg Katl Twv AteuBUvoewv rou oxetilovral pe
v AcddAsta NMAnpodoplwyv Kal ta Npoowrikd Asdopéva. Ot Stepyacieg autég nephapBdavouy petafld) aAMwyv
NV €eAeyxopevn ulomoinon kabnuepwwv epyacwv Ttou ICT, tnv mapakolouBnon Ttou capacity twv
TIAPAYWYLKWY KOL UTIOOTNPLKTIKWY CUCTNUATWY Kol UmoSopwy, Tov €Aeyxo KOANG €KTEAEONC Twv
OLUTOMOTOTOLNUEVWV EPYACLWY KOL LNXOVLIOUWY aodaleiag.

MapdaAAnAa, umdpyxouv Slepyaocieg Slaxeiptong aAloywv péoa amd TG OTOIEC ylvetal n kotaypodn Kot
afloAOyNnon OAWV TwV TAPAUETPWY TOU SUVATAL VO EMNPEACOUV TNV £Talpsia o Bépata aoddalelag,
OKEPALOTNTAC KoL SLOOECIUOTNTAG CUCTAUATWY Kal TTANPOdOPLWV.
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1.3.12. MPOZzTAZIA AMNO I0YZ — MALWARE PROTECTION

To oUVOAO TwV UTIOSOUWY KAl CUCTNUATWY TpooTatelovtal HLe KOTAANAEG edappoyEG and ouG. Yrdpyouv
CUOTNUATIKEG Slepyaoieg yLa Tov EAey)0 KOl eyKaTAoToon Twy updates Twv epopLOywWV OUTWY TOOO OE KEVIPLKA
ouotnuata 600 Kal O TEPUATIKOUG oTaBuouG.

1.3.13. ANTIIPADA AZDAAEIAZ - BACK UP

H etaipeia £xel dnuioupynoet dlepyacieg yia tTnv Kat@AAnAn emthoyn Kot Tov oxeSlaopo tou backup pe otdxo
va Aappavovrtal 6Asg ol umoSoueg oe avtiypada aodpadeiag, pe kpttnplo 1o £ido¢ Twv Sedopévwv mou
niepléxouv. H ouxvotnta ANPng twv avilypadwv acpaleiag moikilet ava cbotnpa kat urtodopr. To cUVOAO NG
OPXLTEKTOVLKNG QUTNAC €lval TEKUNPLWHEVO O avtioTolya apxeia.

AlevepyoUvtal cuotnuatikol €Aeyxol mpokelévou va StaodaAlotel OtL ta avrtiypada oaodpaieiag eival
SlaBéoipa kat ta dedopéva ivat Anpn kot Sev £xouv aAAoLwOEL.

1.3.14. KATATPAOH KAl TNAPAKOAOYOHZH ENEPFEIQN - LOGGING AND
MONITORING

H etalpeia Statnpeil peBodoug culhoyng Kat agloAoynong apxeiwv kataypadng twv urmtodopwv tng. OL uéBodol
oUAAOYNC Kal a€LoAOYNoNG UTWV TIOLKIAOUV Kal oXeTi{ovTol UE TIG EKAOTOTE EPAPUOYEG KOL TOL CUCTHHOTO TWV
omolwv Ta apxeia cuAAéyovtal. H etatlpela €xet emNEEEL AOLTIOV Ta apXela KataypadwVy TOU KATA MEPLMTWON
elval kplola Kal oucLaoTIKA Yl TV TP akoAoUBnon EVEPYELWY OTA GUCTHOTA KAl TG EPAPLOYEC.

H etawpeia Stabétel pnxaviopoug alerting pe Baon ta apyela koataypadng (log files) mpokelpévou va
Sloodaliletal OTL TUXOV MEPLOTATLKA LN e€0UCLOS0TNUEVNG TTPOGRaONC ) KAKOBOUANG xpriong mpoAapfavovtal
EYKALPWC.

H etalpeia, pe Baon kal ta amoteAéopata tou risk assessment mou Slevepyel Taktikd, £xel kaboplosl ava
Kplowo mopo TIG avaykaieg kataypadeg evepyelwv (log files). OL mépol autol evdelktika eival: Domain
Controllers, Database Servers, File Servers, Firewalls.

1.3.15. AIAXEIPIZH TPQTOTHTQN - VULNERABILITY MANAGEMENT

H etaupela avayvwpilel TI¢ TPWTOTNTEG TWV ZUOTNUATWY TNE Tou 0dnyouv o€ aduvauiec achaAelog LECW TOU
eAEyXOU TwV SIKTUWV, TWV CUCTNHATWY KoL TWV EGOPUOYWV TNE YLO YWWOTEC TPWTOTNTEG KAOWC KoL HECA ATO
OXETIKN EVNUEPWON TWV SLaPOPWY MPOUNBEUTWY CUCTNUATWV.

OL £AeyxoL TPAYATOTOLOUVTAL AVAAOYQ [UE TNV ETILKWVEUVOTNTA TWV CUCTNUATWY KOL TV CNUAVTKOTNTA TWV
mAnpodoplwv mou Staxelpilovtal. Ou €Aeyyol yivovtal cuotnuatikd amnd to Tunua ICT o OUYKEKPLUEVO
T(POYPOUUATIONO 1] KOL OE EKTOKTEG TIEPLTTTWOELG AAANG Kol amo e€WTePLKOUC eEELBIKEU PEVOUC OUVEPYATEC.

OAeg oL TpwtdTNTEG TToU avayvwpilovtal, aflodoyolvtal yla TNV KPLoLOTNTA TOUG Kol Tipoodlopilovtal ot
TpoOMoL avtlpetwrniong. H Aloiknon afloloyei ta dedopéva, mpoodlopilel TNV MPoTEPALOTIOINCN TWV EVEPYELWY
OVTLUETWITLONG KOl EYKPLVEL TOL OXETLKA OXESLAL.
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1.3.16. AIKTYA KAl AZIQAAEIA ENIKOINQONIQON - NETWORKS AND
COMMUNICATIONS SECURITY

H etawpeia Siaxelpiletal tnv aoddlela twv AtOwv kol Twv Emkowwviwv péca amo Siadopoug
EYKATECTNUEVOUG UNXAVIOMOUC aohaAelag evw £xel MapAAANAQ ULOBETHOEL PAKTIKEG YLO TNV EVOWUATWON
Bdaoel mpodlaypadwyv KATAOKEVOOTWY TWV BEATIOTWY TEXVLKWV KAl TIPAKTIKWY gvioxuong acddaAelag (system
hardening).

H emikowvwvio pe 1o €fwteplkd TEPIBANAOV EAEYXETOL MEOCA ATIO EYKATEOTNUEVO KAl TIOPAUETPOTIOLNUEVDL
firewall evw yivetal mapakolouBnon tng kivnong (traffic control) kat twv npwtokOAAwv emtkowvwviag (protocol
control).

3TO €0WTEPLKO TEPIBAMAOV TNG etalpeiag umapxel Slaxwplopog AlKTUwv KaBwe Kal amopovwuévo Guest
network. H mpooBaocn ota diktua eAéyxetal HECW CUYKEKPLUEVNC password policy kat Access Control Policy.

H etalpeia kavel xprion Microsoft 365 yla tnv A£lToUpylkOTNTA TNG NAEKTPOVIKAG aAAnAoypadiag Ttwv
epyolopévwy Tne eTalpeiag.

H mpocBaon oto Sladiktuo eivol eAeyxOpevn ylo OAOUC TOoUuG XPNOTeG Kol To eminedo mpooPfaong Sidetatl
avAaloya Pe Ta SIKOLWUOTA TNC CUYKEKPLUEVNC BEonC epyaaiag.

1.3.17. NPOMHOEIA, ANAMNTY=ZH KAl ZYNTHPHZH EQDAPMOIQN - SYSTEM
ACQUISITION, DEVELOPMENT AND MAINTENANCE

H etatpeia £xel oxedlaoel Slepyaoieg mpokelpévou va AapBavovtal Kpltipla tou oxetilovtal pe Tnv aohalela
TAnpodopLwv KATd TNV MpounBela, avamtuén kat cuvtipnon eboapuoywyv. H etaipeia epapuolel Siepyaoieg
yla tnv opBn emhoyn, afloAdynon Kat mapokoholOnon twv mpopnBsutwy tng. MapdAAnAa kaOs aAlayn oTLg
UTIOSOMEC WG £pyo apxlkwe oflohoyeital ota mAaiola tng Siepyaciag Alaxeipiong AAMOywv, OMOTE Kol
kaBopilovtal OAa Ta security requirements tou €pyou, Ta omnola opeihouv va evowpatwbBouv otnv mpoundeLa,
ovamntuén n ocuvtipnon ebopUOYwWV.

EcwTeplkEC epyaoieg avamtuéng KoL ouVTAPNONG TEKUNPLWVOVTAL Kol apoakohouBouvtol amo tnv etapsia
péoa amd £181kn edappoyn ticketing mou ypnowtonolel. & KaBe mepintwon ot aANAyEG OTIC UTTOSOUEG APXLKWG
Sokipdlovtal os testing environments Kol KATOTLV eAeyxOueva TOevtal o€ AELTOUPYLO OTLC TIPOYHOTIKEG
UTIOSOWEC TNG eTaLpELaG.

1.3.18. AIAXEIPIZH MPOMHOEIQN - SUPPLIERS MANAGEMENT

'OAeg oL popnBeleg mou SUVATAL VO EMNPEACOUV TNV TPOOTACLA TWV MPOCWTILKWY S£80UEVWV KAL TNV aohAAeLa
Twv MAnpodopLWV TNC eTALlPEL €ival Kpiolpeg mpopnOeLeg kal SiEmovtal amo £18ikn Slepyaacia Baon tng omolag
yivetal n emdoyn twv mpopnBeutwv. MapdAinAa, ol Slepyaocieg mpounbewwv mpoPAEmMouv TV SLapkn
napakoAouBnaon tTwv nmpopunBbeutwv amno supplies owners mou opilovtal and 1o apxLko aitnua mpouneLag.

Télog, oe etnola Paon yivetal n enavafloAdynon OAwv Twv TPOUNOEUTWY KAl OTOTUTIWVOVTOL Ta
OMOTEAECHATO AUTWV TIPOG tapoudiacn otn Aoiknon. H etatpeia kotd tTnv Avookonnon, aAAG Kol EKTAKTWC,
Suvartal va e€atpéoel pouNBeUTEG amod tn AloTa eYKEKPLULEVWY TIPONBEUTWV.
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1.3.19. AIAXEIPIZH NEPIZTATIKON AZQAAEIAZ - SECURITY INCIDENT
MANAGEMENT

H etawpeia Slatnpet kal epapudletl diepyoaoia yla tnv avayvwplon kat Staxeiplon meplotatikwy acdaleiag.
Méoa otig Slepyaoieg autég mpoPAEmovTal Kal TAGvA ETILKOLWVWVIAG e Tplta pépn, edOoOV aUTA EUMAEKOVTAL
otnv Sloeiplon Twv MEPLOTATIKWY 1) emnpedlovtal amod auTa.

MpoBAEneTal n THPNON O ApXeio OAWV TwV TepLloTATIKWY aodaleiag kal tng pebodou dlaxeiptong avtwv. O
TPOMOC avayyeAiag Tuxov neplotatikol Baoiletal otnv xpnon edpappoyng ticketing, €toL wote va Staodaiiletal
N QUEGCN KAl £yKOLpn EVNUEPWON TWV UTIELOUVWV.

O Siepyaoieg mou edpapuolovral yla Thy Sloxeiplon nmeplotatikwyv achadeiog mepthappavouyv:

e avaAuTiki Tteplypadr Twv pOAWV Kal aploSLOTATWY,

e gvépyeleg KoTaypadnC TWV MEPLOTATIKWY,

e otdabla afloAoynong Twv TEPLOTATIKWY yla tnv opbn Andn amoddoswv avadoplkd HeE TNV
OVTLULETWITLOT) TOUG,

e aflomoinon Twv anoteAeoudTwy amod TV SLaxelpLon TwV MEPLOTATIKWY yLa TV PeAtiwon Twv pebodwv
KoL oXedilwv TNG €TOLPELAC KL TEALKWC

e gUAAOYN AMOSEIKTIKWY yLo TNV Snuoupyia KATAAANAwWY apXelwv yLa TNV TEKUNPLWON TWV TTEPLOTATIKWV.

1.3.20. AIAXEIPIZH NEPIZTATIKQN MAPABIAzZHZ MPOzZQMNIKQN AEAOMENQN -
DATA PRIVACY INCIDENTS

ELSIKG ylo Ta TtEPLOTATIKA TtapaBioong Mpoowrikwy dedouévwy, UTIApxeL e8Ik Slepyaoia mou mpoPAEmel
ETUTAEOV TNV ETUKOWVWVIA PE apUOSLEG apxEG KabBwe Kal Tov YnevBuvo Enetepyaoiag, oe mepimtwaon mou n
eTalpela €xel To pOAo tou Ektelouvtog tnv Emefepyaoia. H Siepyacia afloAdynong Tou meplotatikol lvat
Sladopetikn KaBwE £xel w¢ oTOX0 TNV afloAdyNnon TG EMIMTWONG OTO UTIOKEIPEVO Twv SeSopévwy amod To
TIEPLOTATIKO.

1.3.21. AIAXEIPIZH ENIXEIPHZIAKHZ ZXZYNEXEIAX - BUSINESS CONTINUITY
MANAGEMENT
H etalpeia £xel avamtiiel kat epapuolel Alepyacisg Emyelpnotakng uvexeLlag cUUGWVOL LE TILG ATOLTHOEL TOU

ISO 22301. Ot Alepyaoieg QUTEG elval EYKEKPLUEVEG Ao TNV Aloiknon Kot epappolovtal oe 6Ao tov Opyaviouo.
Ao TNV edappoyr Toug apdyovtal opxeia ta onoia Statnpolvtal.

H etalpeia, ota mAaiolwo edpappoyng twv amattioswyv tou Mpotumou, sktedel AfloAoynon Kwdivwv (Risk
Assessment) kat AvaAuon Emelpnotlakwy Emumtwoswyv (Business Impact Assessment). Katd tnv Avéluon twv
Eruyelpnolakwy Emmtwoswy, TiBevral cuykekplévol otdxol Avakapung yia 6Aeg tic Kpioweg Alepyaoiec.

Me Bdon ta anoteAéopata Twv aflohoynoswy, kabopiletal n otpatnyikr avakapPng Tng eTalpeiag, ue otdoxo
TNV MANPN N LEPLKN) EMITEVEN TWV OTOXWV TIOU €Xouv TeOel Katd TNV afloAdynon Twv AlEpyaoLwy Tne stalpeiag.
OL TIpOTEPALOTNTEC TTOU BETEL N ETALPELA VLA TNV AVTLUETWIILON TIEPLOTATIKOU Slatapaync elval oL e€AG:

o HAoddAela tou MpoowmikoU, Twv MeAATWVY KAl TOU EUPUTEPOU KOLVOU
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e H mpootooia Twv MEPLOUCLOKWY OTOLXELWV KAL N THPNON TWV UTIOXPEWOEWY TIOU €XEL OVaAABEL Kall
Slaxelpiletal n etapeia

e H ouvéxlon mpaypaTonoinong Twv eKTEAOUUEVWY QIO TNV €TALpla EPyACLWV KAl €EUTINPETNONG TWV
meAoTWY

Mo kaBe osvaplo KlvSUVOU, cUVTACOETAL AeTTTOUEPEG IXESLO EMxelpnaotakng Zuvéxetag (BCP). Ma kaBe oxédlo
npoodlopiletal ocadpwg:

e O otoxoc tou oxediou kal to nedio epappoyng Tou

o Ol eumAekOpeveg povadeg tng Etalpeiag

e O umelBuvog olvTagng, avaokomnong Kal avabewpnong Kot ot UTteLBUVOL £YKpLong

e OLouoyetioelg Tou pe AMa ZxESLa KaBWE Kal eEWTEPLKEC IPOG TNV ETalpeia amaltioslg cuvéxelag
e Héwadikaoia avakappng Kpliolpwv Alepyaciwv

e H Awadikaoia emavadopdg oe Kavovikn Aeltoupyia

Ta Ix€6la Emiyelpnolakng Juvexelag tiBevral oe SOKLUAOTIKY £hapUoyr, TIPOKELUEVOU va eMaANBeuBel n
Suvatdtnta UAomoinong Toug Kal N AMOTEAECUATIKOTNTA TOUG WoTe va dlaodpallotel OtL Ba umopéoouv va
o8nynoouv o £yKalpn avakapyn o MePIMTWON MPAYHOTIKOU TTEPLOTATIKOU.

1.3.22. :YMMOP®QzH ME ANAITHZEIZ — COMPLIANCE

H etalpeia edpappolel Slepyaoieg yla TNV avayvwpelon Kol CURMOPdwWon UE VOUODETIKEG, KOVOVIOTIKEG Kal
OUMBOTLKEC QTTALTHOELC.

Eldkad avadoplkd pe TNV cupuopdwong pe tov Kavoviouod Mpootaciog Npoowrnikwv Asdopévwy (GDPR) n
etalpeia £xeL oplost DPO kal epoppolel Slepyacieg yla TNV avayvwpLlon Kot Tpootaoia OAwV TwWV MPOCWTTKWY
Sebopévwy mou Slaxelpiletal eite wg EkteAwv eite wg YneuBuvog Enetepyaoiac.

1.3.23. EAENXOIl KAl ANAOGEQPHZEIZ — REVIEWS

H MoAwtikny tng Etalpeiag kabBweg kat 6Ao to clotnua Slaxelplong eAéyxovial ota TMAAICLA ECWTEPLKNG
emBewpnong KaBwE KAl CUSTNUOTIKWY pNviaiwv eAéyxwv epapuoyng. NapdAnAa, os etriola Baon yivetal n
OVOLOKOTINGN TWV gYyYpadwV Katl oSnyLwv tng eTatpeioc.

Emiong, oe etiola Bdon yivetat afloAdynon TG cUPHOpdWoNG TG ETALPELNG LE TIC OMALTACELG TOU TIPOTUTIOU
ISO 9001 & ISO 27001 yia Ta omoia Slatnpel MOTOMOLNTIKA CURUOPGWOoNG.

1.3.24. AIAKPATHZH APXEIQN — RETENTION POLICY

Mo OAa ta apxeia, €xel kaBoplotel o xpovog Slakpdtnong Kabwg KatL oL apUodLOTNTEG yia TV Staypadn auTwy.
Mo tov kaboplopd Tou Xpovou Slakpdtnong €xet AndBel umoyn to eidog twv Sedopévwy (MPOoWTIKA
Sebopéva, emiyelpnolokd Sedopéva, KTA) KabBweg Kol VOUOBETIKEG, KAVOVIOTIKEG KOL CUUPBATIKEG UTIOXPEWOELS
™G eTalpeiog mou B£touv podlaypadég avadopikd pe tnv Slakpatnon.

Ye ouveyn Baon mapokolouBouvtal oL xpovol Stakpatnong kot edpapuolovral Staypadég apxeiwv yia OAEG TIg
TIEPUTTWOELG AN OLUTOUATOTIONEVNG SLaypadnc.
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